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Numbering Systems–   
There are numerous numbering systems in use today; the most common is decimal, 
(base 10). The obvious reason for the wide spread use of the decimal numbering 
system is that we’ve always used 10 fingers when counting. When using decimal there 
are 10 names for all of the digits, zero through nine. Decimal is not the only numbering 
system used by people. The Mayans used base 20 employing fingers and toes, some 
Nigerians used base 12, the Babylonians used base 60. These systems worked well for 
people; but once computers came into existence, the numbering system was one of the 
major stumbling blocks that needed to be addressed by scientists. The technology 
necessary to create an electrical computing machine existed in 1909 when Lee De 
Forest invented the vacuum tube. Before that, mathematical calculations could be 
performed using slide rules and mechanical adding machines. These early devices 
relied on gears and pulleys to perform math functions. With the vacuum tube and the 
technology that existed at the time, they attempted to create an early computer (the 
term “computer” was not used until the early 1940’s). However, scientists were never 
able to make a machine understand the base 10 numbering system. They attempted to 
use different voltages to represent numbers. One volt represented the number one; two 
volts represented the number two and so on. The problem with this approach was as 
the internal components heat up voltage tends to drift, so over time a “one” could drift to 
become a “two“. After years of work, they were able to create a machine that could 
count to 10, so they gave up on electrical calculations using Base 10.  
 
Binary Number System -  
It wasn’t until the Second World War that someone realized that the binary numbering 
system would solve the problem. Binary, base 2 uses a single digit to represent either 
zero or one. With only 2 states even a stupid machine could differentiate between the 
two. If there is voltage it’s a one; if there is no voltage it’s a zero. Since digital computers 
communicate using binary numbers, network engineers need to have an in-depth 
understanding of binary.   
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Digital Communications -  
If a single piece of wire were used to communicate between two devices, with binary 
you could send only 2 signals: on/off. 
 
This could be used to signal between 2 points as long as a decoding scheme was 
agreed upon by both endpoints. With only 2 states it would only be useful for answering 
yes/no questions, not very useful beyond that. By adding a second wire to your 
communications channel, you double the number of conditions addressed. 
               Wire 1                             Wire 2             (2) conditions 
 
With 2 wires, you can represent 4 different states: 00, 01, 10, 11 
For every additional wire you add, the amount of information you can send increases by 
a factor of two.  
• 3 Wires = 8 unique states  000     111 
• 4 Wires = 16 unique states  0000    1111 
• 5 Wires = 32 unique states  00000   11111 
• 6 Wires = 64 unique states  000000   111111 
• 7 Wires = 128 unique states 0000000   1111111 
• 8 Wires = 256 unique states 00000000   11111111 
 
1st Binary count 0, no voltage   Light off 
 
 
 
2nd Binary count 1, voltage   Light on 
 
                  One wire, two conditions 
 
1st Binary Count   0 0 
     Light off/off 
 
2nd Binary Count   0 1 
      Light off/on 
 
3rd Binary Count   1 0 
     Light on/off 
 
4th Binary Count   1 1 
     Light on/on 
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The formula for calculating the number of items that can be addressed with a given 
number of wires (bits) is: 2X, where X is the number of bits used. 
• 1 bit   21 = 2    with 1 bit you can count  2    
• 2 bits  22 = 4    with 2 bits you can count  4   
• 3 bits  23 = 8    with 3 bits you can count  8  
• 4 bits   24 = 16   with 4 bits you can count  16 
• 5 bits  25 = 32   with 5 bits you can count  32 
• 6 bits  26 = 64   with 6 bits you can count  64 
• 7 bits  27 = 128   with 7 bits you can count  128 
• 8 bits   28 = 256   with 8 bits you can count  256 
 
Since each wire is capable of only 2 states on or off (think of wires as bits), a bit has 
only (2) states, it can be either set (1/on) or unset (0/off). 
 
Binary Math -  
The same math functions applied to Decimal numbers can be also applied to Binary. 
First consider Decimal addition: 26 plus 36: 
 
To add these two decimal numbers, we first consider the "units" column and calculate 6 
plus 6, which results in what we know of as twelve (12). Since 12 is greater than 9 (you 
can only have one character 0-9 in any column), we "carry" the 1 from the "units" 
column to the "tens” column and leave the 2 under the "units" column. This “carry” 
represents the number 10, since it was moved to the tens column. When calculating the 
"tens" column, we add 1(the carry) + 2 + 3, which results in 6. Since 6 is less than 9, there 
is nothing to "carry" into the hundreds column. We leave 6 in the "tens" column resulting 
in the decimal number 62.      
 
A simpler way to understand this might be adding 5 plus 5:    
    5 
  +5 
              
5 + 5 = 0 with a “1” carry, which results in the number 10. 
      2  6 
   + 3  6       T
E
N
S
 
U
N
IT
S
 
     1     carry from units column 
     2  6 
   +3  6 
     6  2 
1     carry from units column 
10 
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Binary works the same, just remember, you can only have 2 characters (0 or 1) in any 
column, not like decimal which allows for 10 characters (0 – 9). 
 
Binary Addition Basics: 
 
 
 
 
• Begin with a simple concept, 0+0 (nothing plus nothing) = 0 
• The next combination, 0 + 1 (nothing plus one) = 1 
• It should come as no surprise that if 0 + 1 = 1, then 1 + 0 = 1. 
• The last combination in Binary is 1 + 1 = 0 with 1 carry 
   
 
This results in 1+1 = 0 with a 1 carry, which is placed into the next column. 
Any column can only have a single digit (0 or 1), the 0 is entered in the ones column, 
and the 1 is carried to the two’s column, unlike decimal where the second column is the 
ten’s column. Rather than refer to these as columns, think of them as positional 
values. If you can remember that 5+5 = 10 (ten) in decimal, then you should be able to 
remember that 1+1 = 10 in binary; just don’t refer to this as “ten”. 
Overview Basic Addition: http://www.screencast.com/t/Wd8h22710DN 
In Decimal, the lowest positional value is units, then tens, then hundreds, etc.  
Ten Thousand Thousand Hundred Tens Units 
 
0 + 0 = 0 
0 + 1 = 1 
1 + 0 = 1 
1 + 1 = 0 with a 1 carry 
1     Carry from the ones column 
   1 
+ 1 
1 0 
 
Decimal numbering system positional values 
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The largest decimal number you could create with (5) digits would be 99999, which 
would allow you to count 100000, the first count would be 0, (0  99999) 
In Binary the lowest positional value is ones, then twos, then fours, eights4  
Sixteen Eight Four Two One 
 
The largest binary number you could create with (5) digits would be 11111. This would 
allow you to count to 32. Note that 11111 = 31 in decimal, since the first number would 
be 0, (0000011111) would allow you to count 32 objects. (0-31) 
Since binary is used to address items on a network, zero is an address, so when 
counting in binary always start with zero. 
In Decimal, each new digit is ten times greater than the lower digit since its base10. In 
Binary, each new positional value is two times greater than the lower digit since its 
base2. 
Counting in binary -  (using 4 bits to represent a binary number) 
0 1 2 3 4 5 6 7 
0000 0001 0010 0011 0100 0101 0110 0111 
8 9 10 11 12 13 14 15 
1000 1001 1010 1011 1100 1101 1110 1111 
You need to be able to count to 15 in Binary. If you look at the table you should be able 
to see the binary pattern, or just consecutively add 1 to the previous number until you 
reach 1111 (15).  
Binary numbering system positional values 
Decimal 
 
Binary 
 
Decimal 
 
Binary 
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Note that with 4 bits you can count to 16, remember to start counting with zero. If you 
are working with 4 bits always start counting with zero 0000 and continue until you 
reach all ones 1111. If you have 6 bits start with zero 000000 and continue until you 
have all ones 111111, with 8 bits it would be 00000000   11111111. Always start with 
all zeros and continue counting until you have all ones, that way you will be certain to 
account for everything.  
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Solve the following: 
Binary Addition: 
 11 + 00 =  __________  10 + 10 =  ____________ 
  1 + 10 =  __________  111 + 1 =  _____________ 
111 + 110 =  __________  111 + 010 =  ____________ 
1001 + 110 = __________  11 + 10 =  ____________ 
1000 + 0100 = _________  110 + 11 = ____________ 
1111 + 1111= __________ 1011 + 001= _____________ 
1001 + 0001 = __________ 1111 + 0001 = ___________ 
1010 + 1010 = __________ 1110 + 0001 = ____________ 
Show each of these Decimal numbers in 4 bit and 8 bit binary 
Decimal Binary (with 4 bits) Binary (with 8 bits) 
   3  ___ ___ ___ ___  ___ ___ ___ ___ ___ ___ ___ ___ 
  7     ___ ___ ___ ___  ___ ___ ___ ___ ___ ___ ___ ___ 
10  ___ ___ ___ ___  ___ ___ ___ ___ ___ ___ ___ ___ 
14  ___ ___ ___ ___  ___ ___ ___ ___ ___ ___ ___ ___ 
15  ___ ___ ___ ___   ___ ___ ___ ___ ___ ___ ___ ___ 
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Converting Binary to Decimal /Decimal to Binary -  
Since people communicate using decimal and computers communicate using binary, 
network engineers must be able to convert between the two different numbering 
systems. Converting Binary to Decimal is easier than Decimal to Binary, so we will 
start with Binary to Decimal.  
The easiest way to convert between the numbering systems is to create a conversion 
table based on the positional values of each bit of one byte. The upper row is 
Decimal; the bottom row is where you fill in the Binary bit patterns. 
The table starts with decimal one in the lowest position, and for each new position the 
number doubles. By filling in 8 digits (1 Byte) you complete the table from  to . 1 128
 
128 64 32 16 8 4 2 1 
  
 
     
  
Once you create the table, fill it in the bottom row using the low order bits first, right to 
left. For example the binary number 1010 would fill in the table from the right (low order 
bit) to the left. 
128 64 32 16 8 4 2 1 
    1 0 1 0 
Evaluate the table, you have  eight (1 X 8), no four (0 X 4),  two (1 X 2), and no one 1 1
(0 X 1), add up the decimal values (8X1) + (4X0) + (2X1) + (1X0) = 10 
Conversion Table 
Each new bit is twice the previous bit 
    High Order Bit         Low Order Bit  
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Convert the binary number 11101010 to decimal – 
128 64 32 16 8 4 2 1 
1 1 1 0 1 0 1 0 
Once the table is filed in evaluate each cell: 
• There is one 128  128 X  1 = 128 
• There is one 64            64 X 1 = 64 
• There is one 32     32 X 1 = 32 
• There is no 16     16 X 0 = 0 
• There is one 8       8 X 1 = 8 
• There is no 4        4 X 0 = 0 
• There is one 2       2 X 1 = 2 
• There is no   1       1 X 0 = 0  
Add up the evaluations     128 + 64 + 32 + 0 + 8 + 0 + 2 + 0 = 234 
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Solve the following: 
Create a Conversion table to evaluate the following binary numbers: 
Binary  Decimal Binary  Decimal Binary  Decimal 
101101  _______ 1010111 _______           101 _______ 
    1111 _______      1101 _______   1111110 _______ 
100010 _______  100111 _______   1001110 _______ 
101011 _______  1 _______  1111111 ________ 
11111111 _______ 110000 _______     10101 ________ 
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Converting Decimal to Binary -  
To convert from Decimal to Binary use the same conversion table as before: 
To convert the decimal number 29 to binary – 
128 64 32 16 8 4 2 1 
  
 
     
Start with the highest decimal value in the table, 128 (this is opposite the method used 
in Binary to Decimal where you start with the low order bit). For each position 
calculate if the number can be divided by the number on the conversion chart. If it can 
be divided put a “1” in the lower box and use the remainder for the next number on the 
chart. If it cannot be divided move to the next lower number. 
• Can 29 be divided by 128?  29/128  NO   
• Can 29 be divided by 64?   29/64 NO 
• Can 29 be divided by 32?   29/32 NO 
• Can 29 be divided by 16?   29/16 YES with a remainder of 13 
• Can 13 be divided by 8?    13/8 YES with a remainder of 5 
• Can 5 be divided by 4?     5/4 YES with a remainder of 1  
• Can 1 be divided by 2?   1/2  NO 
• Can 1 be divided by 1?   1/1 YES with No reminder.  
128 64 32 16 8 4 2 1 
NO NO NO YES YES YES NO YES 
Fill in the table above from your calculations. If the cell indicates NO (not divisible), it’s a 
zero. If it can be divided (yes), it’s a one.  So the Binary equivalent of 29 would be 
00011101, you can drop the leading zeros and show it as 11101. 
 
Conversion Table 
Carry the remainder to 
the next step each time 
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Convert 200 to Binary 
128 64 32 16 8 4 2 1 
        
Start with the high order decimal number in the table (128) and work down to the lowest. 
Divide 200 by the first number in the table; if it is divisible, use the remainder and divide 
it by the next number in the table; if it is not divisible, use the number again and divide it 
by the next number in the table. 
• Can 200 be divided by 128?   200/128?  YES with a remainder of 72 
• Can 72 be divided by 64?   72/64?      YES with a remainder of  8 
• Can 8 be divided by 32?  8/32?        NO 
• Can 8 be divided by 16?  8/16?        NO  
• Can 8 be divided by 8?  8/8?        Yes, with  NO remainder  
Once there is no remainder, all the remaining lower boxes in the table are filled in with 
NO (0).   Keep in mind that when you evaluate using division the result has to be a whole number, not a fraction.  8 
divided by 32 would equate to .25, or ¼, you can’t use fractions, use either 0 or 1.  
Fill in the table below: 
128 64 32 16 8 4 2 1 
YES YES NO NO YES NO NO NO 
Replace YES with 1, Replace NO with 0     200 = 11001000 
Overview Binary-Decimal / Decimal-Binary:  http://www.screencast.com/t/8B3IQpqXriK 
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Decimal to Binary – A short cut -  
Using the table, you can easily calculate smaller numbers with very little math.  
For instance, to convert 20 to binary – 00010100 
128 64 32 16 8 4 2 1 
0 0 0 1 0 1 0 0 
You can skip the first 3 high order digits in the table (128, 64, 32) since it’s obvious that 
they’re larger than 20; if the 128 bit were set, it would be much larger than 20. Once 
you’ve set the 16 bit, you need 4 more to reach 20, so you only need 16 and 4 as 
shown above; all remaining bits are unset (zero) 16+4=20.   When a bit is said to be 
set, it’s a 1; if unset it’s a 0. 
Convert 35 – 00100011 
To convert 35 to binary you need a 32 and a 2 and a 1, so you set the 32 bit, the 2 bit, 
and the 1 bit. All the rest are set to zero (unset).  32+2+1 = 35 
128 64 32 16 8 4 2 1 
UNSET UNSET 1 UNSET UNSET UNSET 1 1 
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Convert 75 – 01001011 
Set the 64 bit, the 8 bit, the 2 bit & the 1 bit. All the rest are unset (0).  64+8+2+1=75 
128 64 32 16 8 4 2 1 
UNSET 1 UNSET UNSET 1 UNSET 1 1 
Decimal to binary conversion starts by setting the highest bit, and then you add the bits 
until you’ve reached the number.  
Hint; if the number is an ODD number, the low order bit is always set (1). If the 
decimal number is even, the low order bit is unset (0). 
Convert 67 (since it’s an odd number the low order bit will be set). 
• There would be no 128 (too big) 
• There would be a 64; then you would need a 2 and a 1 
128 64 32 16 8 4 2 1 
 1     1 1 
The low order bit is the ODD / EVEN bit. If it’s set (1), the number will be odd, if it’s 
unset (0) the number will always be even. 
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Solve the following:  
Convert Decimal to Binary: 
22 ________  32________  56 ________  255________ 
45 ________  99________  91 ________  75 _________ 
12 ________    9 ________  18 ________   1 _________ 
89 ________  28 ________  17 ________  15 ________ 
14 ________  19 ________   38 ________   5 ________ 
12 ________  90 ________  77 ________   86 ________ 
200 _______  240 _______  20 ________  10 ________ 
 8 _________ 16 ________  32 _________ 64 ________ 
Convert Binary to Decimal: 
101 ________ 111 _________ 11011 ______ 1101   _______ 
11010 ______ 10111 _______ 1110  ______ 10000   ______ 
10000010 ____ 10000111 ____ 0011 _______ 110      ______ 
1111 ________ 0101001 _____ 110101 ______ 10001101 ____ 
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The ANDing Operation – 
Digital systems have devices that perform a few very basic comparisons between 2 or 
more binary conditions.  
For example, if there are (2) wires (2 Bits) one carrying some voltage ( logical 1) and the 
other no voltage ( logical 0) as shown below. There is a device that will take these 2 
“inputs” and make some very simple observations.  
With 2 Binary inputs there are a total of 4 possible conditions: 
1 Both inputs are high 1 1 
2 Both inputs are low   0 0 
3 Input “A” is high and “B” is low 1 0 
4 Input “B” is high and “A” is low 0 1 
 
The Device is referred to as an AND Gate and is schematically drawn as: 
 
Logical Device 
 
• Are both inputs HIGH? 
 
• Are Both Inputs LOW? 
 
• Is TOP High and Bottom Low? 
 
• Is Bottom Low and TOP High? 
2 Input AND Gate 
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 ANDING Logic – 
ANDing is the process used by a router to determine which part of an IP Address is the 
Network part, and which is the Host part. This will be covered in more detail later. For 
now, all you need to understand is the mechanics of the ANDing process. 
 
Using the above schematic symbol as a guide:  
• When both inputs A & B are high, the output will be  high 
• When both inputs are low, the output will be   low 
• If A is high and B is low, the output will be   low 
• If A is low and B is high, the output will be   low 
   
 
 
 
If this seems too confusing to memorize, there is a shortcut, for now all you need to 
understand is the mechanics. 
 
 
 
 
Input A 
Input B 
Output C 
If you create a table (referred to as a Truth Table) 
showing all the (4) possible combinations of a 2-input 
AND Gate: 
• If either input is LOW the output will always be 
Low 
• The only time the output is  HIGH is when both 
inputs are High 
 
INPUT OUTPUT 
A B A AND B 
0 0 0 
0 1 0 
1 0 0 
1 1 1 
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The Shortcut – 
The ANDing process is a bit-to-bit comparison. The easiest way to remember ANDing is 
to think of multiplication, even though it’s called the ANDing process.  
• What is the result of ANDing  AND   (both inputs high) 1 1
 
 AND  =   think multiply  (1X1 = 1) 1 1 1
• What is the result of ANDing  AND  0 1
 
0 AND 1 = 0  think multiply  (0X1 = 0)  
• What is the result of ANDing 0 AND 0? 
 
0 AND 0 = 0  think multiply  (0X0 = 0) 
So whenever you hear ANDing, think multiplication. ANDing is NOT addition. 
 
Input B = 1 
Input A = 1 
Output 1 
Input B = 1 
Input A = 0 
Output = 0 
Output = 0 
Input B = 0 
Input A = 0 
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Using multiplication to solve for ANDing– 
Rather than memorizing a Truth Table, use multiplication to calculate the output of an 
AND gate. 
What is the result of ANDing   1 AND 1?    1 X 1 = 1 
What is the result of ANDing   0 AND 1?   0 X 1 = 0 
What is the result of ANDing   1 AND 0?   1 X 0 = 0 
When ANDing Binary numbers, it’s a bit-to-bit comparison starting with the low order 
bits.  
AND the following binary bit patterns: 
1 1 1 1 AND 1 0 0 1 
Align the 2 binary numbers on top of each other: 
1 1 1 1      
1 0 0 1        
1 0 0 1    ANDing Result 
Remember it’s a Bit-to-Bit comparison, each column is ANDed top to bottom and the 
result is written underneath. It’s simpler than addition since there are no carries between 
positions. 
Line up the low order bits 
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Solve the following: 
1 AND 1    1 X 1 =      
0 AND 1   0 X 1 =  
11 AND 10   1 1  
   AND 1 0  
        
111 AND 010  1 1 1 
   AND 0 1 0 
     
     
1111 AND 1010  1 1 1 1 
   AND 1 0 1 0 
     
     
     
What is the value of the input B? ________ 
 
B 
AND 
1 
1 
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The ANDing process only works with binary numbers, so if you’re asked to AND 15 
and 21, you would first have to convert the decimal numbers into binary. 
15 = 1111 21 = 10101 
Since ANDing is a Bit-to-Bit comparison, both numbers have to have the same number 
of binary bits. So insert a high order zero to 15 to give it the needed 5th bit. 
15 = 01111 21 = 10101 
Next line up the bits: 
    0 1 1 1 1  (15) 
    1 0 1 0 1  (21) 
Next “AND” each bit : 0 0 1 0 1 
When giving ANDing results in Binary, never drop the leading zeros. In the above 
example, the answer is 00101, not 101. 
So 15 ANDed against 21 is 00101 or 5 in decimal 
AND 67 and 200 
67   =   1000011     add a high order bit to give it 8 bits 01000011 
200 = 11001000 
0 1 0 0 0 0 1 1   (67) 
1 1 0 0 1 0 0 0   (200) 
0 1 0 0 0 0 0 0 
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Solve the following: 
110 AND 111 _________ 
111 AND 111 _________ 
0110 AND 0001 _________ 
1110 AND 1001 _________ 
11010 AND 00101 _________ 
10101 AND 11011 _________ 
If one of the two inputs is high, what can you say about the output?  
 
If one of the two inputs is low, what can you say about the output? 
 
If both inputs are low, what can you say about the output?  
 
AND the following: 
132 AND 0  __________  
12 AND 71  __________ 
16 AND 0  __________ 
32 AND 11111 __________ 
17 AND 32  __________ 
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IP ADDRESSES – 
An IP (Internet Protocol) Address is the numerical identification (logical address) used 
to identify a unique host on a network, the same as a telephone number that uniquely 
identifies a single phone. As devices send information across a network, a process will 
add the Source and Destination IP Address to each packet sent. IP Addresses are 
sent as binary numbers by the devices on the network, but they are typically displayed 
in human-readable notations (decimal) such as 192.168.100.1. The decimal format 
makes it easier for people, rather than the 32-bit long binary equivalent.  
An IP Address is divided into (4) octets each divided by a period - Octet1. Octet2. 
Octet3. Octet4. This method is used to make working with IP Addresses a little easier 
for people; the periods used to separate the octets have no relevance to networking 
hardware, a network device “sees” IP Addresses as a string of bits, binary. 
Each of the 4 Octets are made up of 8 binary bits (one byte).  The formula 28 = 256 
dictates that the largest number for any octet would be 255. Counting always starts with 
zero,  0255 = 256 unique addresses per octet. You can address 256 things 0255, 
but you cannot count to the decimal number 256, the count starts with 0 not 1. 
IP Address as network hardware sees it: 
10101111  01011100 00000101 00000111 
The same IP Address as seen by network engineer:   175. 92.5.7 
By default, IP Addresses use a 2-tier addressing scheme similar to the scheme used by 
the phone company for phone numbers. A phone number 555–1234 is made up of (2) 
parts, the first part is the exchange (555), and the second part (1234) is the subscriber. 
IP Addresses are also made up of (2) parts - a network address and a host address. 
Typically when an organization purchases IP Addresses from an ISP (Internet Service 
Provider), they purchase a range of addresses made up of a single network address 
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with multiple host addresses. The network address identifies the specific network and 
the host address identifies the specific host. A good analogy would be to think of a 
postcard being mailed.  The zip code identifies all the homes in a large town, the zip 
code is like the network address, and each street address would be the host 
address.  
 
 
 
 
 
 
 
The originally assigned network address is fixed and cannot be changed since that’s 
how you’re known to the Internet, just like your Zip Code. Unless you move out of town 
your Zip Code stays the same. Host addresses can be used to address individual 
devices or optionally reassigned to be used as network addresses if you need more 
network addresses, this will be covered later.  
 
 
 
 
 
 
William Smith 
123 Main Street 
Anytown, Illinois 66610 
Fred Waverly 
456 First Street 
Columbus, Ohio 43219 
Like a Postcard, 
Packets on the Internet 
have a Source and 
Destination Address 
A Zip Code is like the Network 
Address, it gets the postcard to 
the correct town, a Network 
Address gets the packet to the 
correct network 
The Street Address is like the Host Address 
it will get the postcard to the exact address, 
where the host address gets the packet to the 
correct host on the network 
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Class of Addresses  - (Legacy reference) 
IP Addresses were originally broken into (5) classes: 
   Class   Start  End 
• Class A  1.0.0.0 127.255.255.255  
• Class B 128.0.0.0 191.255.255.255  
• Class C 192.0.0.0 223.255.255.255   
• Class D 224.0.0.0 239.255.255.255   
• Class E  240.0.0.0 255.255.255.255  
Class A addresses use half of the first octet for the network address, ranging from 1 to 
127 (0 is not a usable network address and 127 is a special address).  In binary, the 
first octet of a Class A address starts at 00000001 and goes through 011111111. 
Notice the high order bit of the first octet in a Class A address is NOT set (0); this 
helped early devices distinguish between Class A network addresses and other classes 
of network addresses.  Devices knew if the very first bit was a zero it had to be a Class 
A address. 
An example of a Class A IP Address: .7.198.35,  is the network address, the 120 120
last 3 octets (7.198.35) is the address of one specific host on the  network. One 120
single network (120), with millions of host addresses available. 
Class B Addresses use the first two octets exclusively for the network address, 
ranging from a starting address of 128.0.0.0 to 191.255.255.255. In binary, the first octet 
range from 128 to 191: 10000000  10111111. Notice that the first octet in Class B 
continues from where Class A ends. The 2 high order bits in the first octet will always 
be “10” in a Class B address, this limits Class B to the range of 128 through 191. 
Class C Addresses use the first three octets exclusively for the network address, 
ranging from a starting address of 192.0.0.0 to 223.255.255.255. In binary, the first octet 
range from 192 to 223: 11000000 to 11011111 this continues from where Class B 
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ends. The first octet determines the class (A, B, or C), the class determines how many 
octets are available to be used for host addressing. The 3 high order bits in the first 
octet are always “110” in a class C address. 
Class A: 
Octet #1 Octet #2 Octet #3 Octet #4 
8 bits for networks 8 Bits for hosts 8 bits for hosts 8 bits for hosts 
With a default Class A Address there is a single Network Address made up of the 8 bits 
in Octet #1(the high order bit is unset), ranging from 00000001 to 01111111. Leaving 24 
bits available for host addressing, Octet2 + Octet3 + Octet4, with 24 bits you can 
address over 16 million hosts (224 = 16777216). Class A addresses define 126 unique 
networks each with over 16 million hosts. 126 huge networks! 
Class B:  
Octet #1 Octet #2 Octet #3 Octet #4 
8 bits for networks 8 Bits for networks 8 bits for hosts 8 bits for hosts 
With a single default Class B Address, there is a Network Address made up of the 16 
bits in Octet #1 and Octet#2. Leaving 16 bits available for host addressing, Octet3 and 
Octet4, with 16 bits you can address over 65000 hosts (216 =65536). Class B 
addresses define nearly 65000 networks each with over 65000 hosts. Class B has more 
networks than Class A with fewer Hosts per network. 
Class C:  
Octet #1 Octet #2 Octet #3 Octet #4 
8 bits for networks 8 Bits for networks 8 bits for networks 8 bits for hosts 
With a default Class C Address there is a single Network Address made up of the 24 
bits in Octet #1, Octet #2, and Octet #3. Leaving only 8 bits available for host 
                    The remaining 24 bits are HOST Bits                  8 Network Bits    
                  16 Network Bits                                     16 Host Bits                        
                                      24 Network Bits                                   8 Host Bits       
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addressing, (Octet #4) with 8 host bits allows up to 256 addresses, 28 = 256 hosts (0-
255).  Class C addresses define over 16 million networks each with 255 hosts.  
Class D addresses are used for multicasting, and Class E addresses are used for 
experimental purposes. These 2 classes will not be covered in this paper.  
In summary, if the first octet is 0 through 127 it would be a Class A address, allowing 
over 16 million hosts with 24 host bits. If the first octet starts with 128 through 
191.255.255.255 it would be a class B, allowing over 65000 hosts with 16 host bits. If 
the first octet starts with 192 through 223.255.255.255 it would be a class C, with 256* 
host with 8 host bits.  *When calculating the total number of hosts in a network you must subtract 2 from the total since a 
host address cannot be made up of all zeros, and cannot be made up of all ones. The formula for calculating hosts = 2 
(# of host bits)
 – 2. 
So for a Class C with 8 available host bits you could create 2
8
 - 2 = 254 hosts. More on this laterH 
The concept of Classful Addressing (Class A, B, C, D, E) eventually proved to be too 
inflexible. If you required a network that had 400 hosts the only option would have been 
to use a Class B network which allows over 65000 hosts. A network with 40 hosts would 
be assigned a Class C address wasting hundreds of host addresses. Early in the 
developing stages of the Internet no one every assumed that they would run out of IP 
Addresses.  In the 1990s it became apparent that with the explosive growth of the 
internet we would soon run out of addresses. At that time many changes were 
implemented to remedy the problem. These changes will be covered later, for now we 
will consider the older classful method of assigning addresses. 
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Solve the following: 
If you have a network designed that needs to address 200 hosts, which class of network 
would you require?   Class A   Class B  Class C 
If you have a network that needs 500 hosts, which class of network would you require 
_____________, would you end up wasting some addresses _______  
What is the formula to calculate the total number of host addresses available on a 
network?   ______________ 
If you have a network designed that needs 60,000 hosts, which class of network would 
you require? ____________ 
If the first octet of an IP Address is 10110011, what class of address is it? _____ 
If the first octet of an IP Address is 01110110, what class of address is it? ____ 
If the first 3 octets are needed to create the network address what class of address is it? 
____ 
If the first octet is 00111111, how many bits are available for Hosts? __________ 
If the first octet is 11011000, how many bits are available for Hosts? __________ 
The first octet is 10100011 how many octets are used in the network portion? __ 
If the first octet is 11001111 how many bits are network bits ____ and how many bits 
are host bits? ____ 
Class B uses how many octets for the Network Address? ____ 
Class A uses how many octets for the Network Address? ____ 
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Network Examples-  
If you were a company needing Internet presence so your customers can find the 
numerous web servers you plan on creating, you might consider purchasing a full Class 
C address from an ISP (Internet Service Provider) 200.200.200.0.  This is a full Class C 
Address that would provide up to 256 host addresses, since there are 8 bits in the host 
field (4th octet) of a class C network , 28 = 256 (0  255).  
  
11001000.11001000.11001000.00000000   IP Address in Binary 
       200 200  200  0   IP Address in Decimal 
The above shows the IP Address in Dotted Binary on top, and Dotted Decimal on the 
bottom. Note, periods separating the octets are ignored by network devices. 
Network Address 
The first 3 octets 200.200.200 is the assigned network address, and since it cannot be 
changed we can ignore it for now.  
Host Bits 
The 4th octet has 8 bits available for addressing individual devices which would allow 
up to 28 = 256 addresses. Of these 256 addresses in the 4th octet, the very first 
00000000 is part of the network address (start counting with all zeros) and the last is 
used as the broadcast address 11111111 (end with all ones).   
• Network address has all zeros in the host field, 00000000 = (zero) 
• Broadcast address has all ones in the host field, 11111111 = (255) 
These 2 addresses cannot be used to address a host, so the actual range of usable 
host addresses in a default Class C would be 1254, not 0255.  
                  Network Bits              Host Bits                    
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Assigning Host Addresses -  
Octet 1 Network Octet 2 Network Octet 3 Network  Host Field
11001000 11001000 11001000 00000000 
200 200 200 0 
 
From the table notice that the network address is 200.200.200.0; the host field has all 
zeros 00000000. The first usable host address (in the 4th octet) would be 00000001, 
this is the result of adding one to the network address.      
    
 
You continue to assign host numbers until you’ve used up all the 8 host bits. This 
happens when all the bits are set 11111111 (255). Whenever the host field is made up 
of all ones this is a special address, the broadcast address which cannot be assigned 
to a single host. The Last Usable address is one less than the Broadcast address, 
11111110  (254). 
With a class C address 
there is a single Network 
address 200.200.200.0 
And 254 host addresses: 
200.200.200.1 
200.200.200.2 
200.200.200.3 
200.200.200.4 
200.200.200.5 
200.200.200.6 
200.200.200.7 
200.200.200.8 
200.200.200.9 
. 
. 
200.200.200.254 
The last address is 255, 
the broadcast address 
   (4th Octet) 
   00000000   Network Address all zero in the host field 
  +             1 
   00000001  First Usable Host Address is 1 more than the network address  
 
The network starts here (0) 
and stops here (255) 
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4 Special Addresses for the 200.200.200.0 network: 
     
1. The Network Address   200.200.200.0      All zeros in host field 
2. The First Host addresses 200.200.200.1      Network address +1 
3. The Last Usable Address 200.200.200.254  Broadcast address -1 
4. The Broadcast Address   200.200.200.255  All ones in the host field 
Knowing these (4) addresses help you design the network layout; you should always 
begin any network design by defining these 4 addresses, since they outline the entire 
network. The range of addresses that can be assigned to devices (usable addresses) is 
from 1 to 254. 
To summarize IP addressing- 
• The network starts where all host bits are unset (0)  
• The First usable host address is one more than the network address, 1st usable 
host address = 1 + Network address  
• The Last usable host address is one less than the broadcast address, Last 
usable host address = Broadcast address -1  
• The Broadcast address is the last address in the network and is all ones in the 
host field, Broadcast Address = all host bits set (1) 
 
Overview Network Layout: http://www.screencast.com/t/a2LKuo9fFHo 
 
OCTET 
  1     2    3    4   
Range of usable 
Host addresses 
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Solve the following:  
 - Start with 197.17.8.0 
What is the Network address? ____________________ 
What is the First Host address? ___________________ 
What is the Last Usable Host address? _____________ 
What is the Broadcast address? ___________________ 
- Start with 199.0.1.0 
What is the Network address? ____________________ 
What is the First Host address? ___________________ 
What is the Last Usable Host address? _____________ 
What is the Broadcast address? ___________________ 
How many Usable Host addresses are available? ________ 
- Start with 199.100.15.0 
What is the Network address? ____________________ 
What is the First Host address? ___________________ 
What is the Last Usable Host address? _____________ 
What is the Broadcast address? ___________________ 
How many Usable Host addresses are available? ________  
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Important point - 
Whenever you need to calculate the number of hosts that can address with a given 
number of bits, use the formula  2x – (2).  For example with 8 bits, you raise 2 to the 
8th power, or think of it as (2 x 2 x 2 x 2 x 2 x 2 x 2 x 2) = 256, then subtract 2 addresses 
since you cannot use all zeros 00000000, and you cannot use all ones 11111111 for a 
host address. All zeros in the host field 00000000 is already used as part of  the 
network address, and all ones in the host field 11111111 (or 255) is the broadcast 
address, so you always subtract 2 when you calculate how many hosts can be 
addressed with any number of bits.  
Memorize the following table: 
    21 = 2   22 = 4   23 = 8   24 = 16   25 = 32   26 = 64   27 = 128   28 = 256 
Each number is twice as big as the previous starting with 2. 
With 8 bits, you could address 256 end points (remember you start counting with 0) so 
the numeric range would be (0 – 255). To calculate the total number of hosts you can 
address, use the formula 2x – (2) = 254.  8 bits would enable you to address a total of 
254 host. 
Example: 
With only 2 host bits how many hosts can be addressed?   22 - 2 = 2 
 
 
 
  
Power of 2s from 1 through 8 
0 0      All Zeros (Network Address) 
0 1 First usable Address 
1 0 Last Usable Address 
1 1      All ones (Broadcast Address) 
This 2 represents the number 
of bits (binary), the answer (2) 
is a decimal counting number  
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Solve the following: 
• How many hosts can be addressed with 4 host bits? _____________ 
• How many hosts can be addressed with 3 host bits? _____________ 
• How many hosts can be addressed with 6 host bits? _____________ 
• How many hosts can be addressed with 5 host bits? _____________ 
• How many hosts can be addressed with 8 host bits? _____________ 
• How many hosts can be addressed with 7 host bits? _____________ 
• How many hosts can be addressed with 10 host bits? ____________ 
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Subnetting - 
So far we have only considered using a full class C address which would always result 
in 254 available host addresses on a single network address.  In the example with a full 
class C address of 200.200.200.0, we could create 254 individual host addresses all of 
which are on a single network 200.200.200.0.  
One of the problems with this class C configuration (or any Classful configuration) is 
that we only have a single network address meaning that all the hosts would have to be 
on one large network. Also consider a company needing to address 700 hosts, a class 
C is too small and a class B is way too big. 
Creating SUBNETS – 
With a full class C address you have 8 host bits from the 4th octet that you can assign 
anyway you want; the first 24 network bits cannot be changed. Rather than use all 
eight host bits to address 254 hosts, you could use some of the host to create more 
networks (subnets) by reassigning some of the high order host bits to be network bits.  
Subnetting allows a change to the network configuration from the default 2-tier scheme 
Network/Host, to a 3-tier Network/Subnet/Host. This is done by reassigning some of 
the host bits to create subnets.  
200  200 200 0 
11001000 11001000 11001000 00000000 
The original class C address assigned all 8 bits to be used as Host Bits.  
Rather than having a single network, we can create (4) subnets; one of these new 
subnets will be used for all our WEB servers and the remaining 3 subnets would be 
used for Sales Department, IT Department, Human Resources.  
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Internet
 
The new scheme will require creating (4) subnets. A router must be configured to 
provide access to the WEB servers from the Internet, but can easily be configured to 
deny access to the other 3 networks - Sales, IT and HR from the Internet. One of the 
many benefits of using a router is the extra security it provides between subnets.  
This new scheme needs to address 4 networks, but the default class C address only 
provided one network address. To address these 4 new networks, you need to reassign 
some of the original 8 Host bits to create the new subnet addresses.  
How many bits are needed to address the 4 subnets? Whenever you’re calculating the 
number of BITS needed for addressing, it’s a count of the BINARY number(s)  and the 
number of networks you’re creating (4) is a DECIMAL number. Use the formula 2X and 
solve for X bits, (X = 2). The formula shows that you will need 2 bits to address 4 
networks: 22 = 4.   
With these 2 extra network bits, you now have 26 bits for network addresses, the 
original 24 and 2 reassigned host bits, leaving only 6 bits for host addresses. With 6 
bits how many Hosts can be addressed on each network? (26 – 2 = 62 hosts).  So by 
reassigning the 2 high order host bits to become network bits you can address 4 
subnets each having 62 hosts. 
Each department as well as 
the web servers will be on 
their own subnet with the 
router providing security 
2 bits 
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200 200 
200 
0 
11001000 11001000 11001000 00000000 
 
200 200 200 0 
11001000 11001000  11001000         
 
The new configuration is created by reassigning the (2) high order host bits to be used 
as network bits. This gives the configuration 26 Network bits (first 3 octets plus 2 bits 
from the last octet) and 6 bits left for host addressing.  
Calculating the new subnets - 
2 network bits (128 & 64) taken from the original host bits create 4 new subnets. 
 
When creating new subnets always use the high order host bits, 128 and 64 in this 
example, the remaining low order bits are the host bits for the new subnets. 
  
128 64 32 16 8 4 2 1 
Network Network Host Host Host Host Host Host 
Original configuration with 8 host bits 
2 new network bits New configuration with 2 new subnet bits 
6 host bits 
00     000000 
    2 Subnet Bits                          6 Remaining bits are Host Bits                       
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With the (2) reassigned bits calculate the new subnets created- 
Counting in binary, fill in the subnet bits of the (2) high order bits 128 & 64. Note when 
calculating networks the host bits (lower 6 bits) are set to 0. Since you are creating 
networks, the host portion is zero. 
1 2 8 64 32 16 8 4 2 1 
0 0 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 
0 1 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 
1 0 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 
1 1 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 Set to 0 
 
128 64 
0 0 
0 1 
1 0 
1 1 
 
1. The 1st Subnet is:  200.200.200.0 /26  Sales 
2. The 2nd Subnet is:  200.200.200.64 /26  Web Servers 
3. The 3rd Subnet is:  200.200.200.128 /26 IT Department 
4. The 4th Subnet is:  200.200.200.192 /26  Human Resources 
Use the Network Prefix /26 to indicate that there are 26 bits used for networks. Initially, 
there were 24 network bits, so it would have been written as 200.200.200.0 /24 using 
network prefix designation. Later, we will expand on the concept of the Network Prefix 
and the Subnet Mask. For now, just think of the Network Prefix as an indicator of how 
many bits are network bits.  
You should notice that the original assigned network address was 200.200.200.0   
which was the full class C address you started with. Since creating subnets there is now 
a new subnet which includes 200.200.200.0 which is the network connection to the 
 Subnet Bits      Host Bits                         
(4) New Subnets 
200.200.200.0  
200.200.200.64  
200.200.200.128  
200.200.200.192  
Using the 2 subnet bits (128 and 64) 
calculate the 4 new subnets. Counting in 
binary with 2 bits you create 4 subnets, 
starting with 00, then 01, then 10, and 
finally 11 
Subnet 1 = 0 
Subnet 2 = 64 
Subnet 3 = 128 
Subnet 4 = 192 
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Sales Department  They obviously can’t be the same network since the first was a full 
Class C and the second is a smaller subnet. So to differentiate between the two we use 
the network prefix /24 to indicate the original Class C network, and the /26 indicates the 
network was subnetted. 
ROUTER 
Web Servers
200.200.200.64/26
Human Resources
200.200.200.192 /26
IT Department
200.200.200.128/26
Sales Department
200.200.200.0/26
Internet
 
Assigning addresses to each subnet - 
Once the subnets have been assigned, a network engineer will assign host addresses 
to PCs and other network devices.  
The first host address on each subnet will be assigned to the router interface. The 
router in our example has 4 interfaces; each needs an IP host address assigned. On a 
network you can think of a router as a PC with numerous Network Interface Cards 
attached, each NIC is connected to a different subnet.  This Router Interface is an 
important address on a subnet; it’s referred to as the DEFAULT GATEWAY. Think of 
the default gateway as the portal data packets must exit through to get off the network 
onto another network. In the example to get to the Internet or any other network, hosts 
would send their traffic through their Default Gateway. 
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To simplify network design, the router interface (Default Gateway) is often assigned 
the first available IP Address in the subnet, or possibly the last available IP address in 
the range. This makes it easier for network engineers to locate the router. Since the 
Web Servers are on the 200.200.200.64 subnet, the first available address is simply the 
next number 65.   
Web Servers
200.200.200.64
Human Resources
200.200.200.192
IT Department
200.200.200.128
200.200.200.193
200.200.200.129
200.200.200.65
2
00.200.200.1
Sales D
epartm
ent
200.200.200.0
 
Overview of Basic Subnetting:  http://www.screencast.com/t/iGRho7qTac 
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Calculate the following: 
The Human Resource Department: 
• Network Address: _________________ 
• Router Interface:   _________________ 
• Last Usable Host address:  __________ 
• Broadcast Address:  _______________ 
 
The IT Department: 
• Network Address: ____________________ 
• Router Interface: _____________________ 
• Last Usable Host Address: _____________ 
• Broadcast Address: ___________________ 
Web Servers: 
• Network Address: ____________________ 
• Router Interface: _____________________ 
• Last Usable Host Address: _____________ 
• Broadcast Address: ___________________ 
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Design Considerations - 
Subnet problems can be presented in various ways.  
1. It can be presented as a schematic diagram showing routers, connections, hosts, 
etc.  Given the schematic, calculate the network requirements. 
Router Router1
Switch Switch
Switch
Switch
Chicago Milwaukee
PC
PC
PC
PC
Assigned Address:
199.9.9.0 /24
Each Subnet must support 25 hosts
 
2. It can be stated verbally “Create a network connecting two cities each city having a 
total of 2 subnets, each subnet having 25 hosts.” 
They both end up with the same results, but each problem is handled somewhat 
differently. 
When working with a network diagram the first question you must answer is “How 
many Subnets are there?” Then “How many Hosts per subnet?” Once you know this 
you can complete the network design. 
When calculating the number of subnets anything that touches a router is a subnet. 
Look at the diagram and count the subnets. 
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Router Router1
Switch Switch
Switch
Switch
Chicago Milwaukee
PC
PC
PC
PC
Assigned Address:
199.9.9.0 /24
Each Subnet must support 25 hosts
 
In the above diagram there are 5 subnets, the connection between Chicago and 
Milwaukee is also a network. In this diagram the Chicago Router is physically connected 
to (2) switches as well as a point to point link between Chicago and Milwaukee, this 
accounts for (3) subnets. Milwaukee is connected to (2) switches and the same point to 
point link. 
Once you know “How many Networks” the next step is to calculate “How many bits” 
are needed to address 5 subnetworks. Use the formula 2X > 5, where X is the number of 
bits, solve for X, X = 3 bits. To address 5 networks you need 3 bits. 
The diagram below shows the bits in a complete octet initially all 8 would all be host 
bits. 
 
After subnetting there are 3 subnet bits and 5 host bits 
 
 
/27 
 3 Subnet Bits          5 Host Bits 
1 
2 
4 
3 5 
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Calculate the 8 new subnets, count in binary using 3 subnet bits.  
All the host bits (5) are grayed out, they would all be unset (0) since we’re calculating 
the new subnets. 
 
0 0 0 
 
    
0 0 1 
 
    
0 1 0 
 
    
0 1 1 
 
    
1 0 0 
 
    
1 0 1 
 
    
1 1 0 
 
    
1 1 1 
 
    
The new addresses are all shown with /27 indicating the first 27 bits are network bits. 
Each subnet has 5 host bits to support the 25 hosts on each subnet. 25 - 2 = 30 hosts. 
                     5 Host Bits                             3 Network Bits        
128        64   32           16           8             4             2           1    
Subnet # 1 = 199.9.9.0 /27 
Subnet # 2 = 199.9.9.32 /27 
Subnet # 3 = 199.9.9.64 /27 
Subnet # 4 = 199.9.9.96 /27 
Subnet # 5 = 199.9.9.128 /27 
Subnet # 6 = 199.9.9.160 /27 
Subnet # 7 = 199.9.9.192 /27 
Subnet # 8 = 199.9.9.224 /27 
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Assigning host addresses: 
On the first subnet 199.9.9.0 /27 
 
 
 
 
The range of usable host addresses on the first subnet 199.9.9.0 /27, runs from 
199.9.9.1 /27 through 199.9.9.30 /27. 
 
 
Overview of Subnetting: http://www.screencast.com/t/7G0ZQ3TKznr 
  
3 Subnet Bits 5 Host Bits 
16 8 4 2 1 128 64 32 
0 0 0 0 0 0 0 0 
                                    All zeros in the host field is where         
                                    the network starts 199.9.9.0 /27 
                                    The first host is one more                     
                                    199.9.9.1 /27 0 0 0 0 1
1 1 1 1 1 
                                 All host bits are set that is the end of  
                                 the subnet, the broadcast address  
                                 199.9.9.31 /27 
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Calculate the following – 
199.9.9.0 /27 
What is the second subnet _______________ 
What is the first host address _____________ 
What is the broadcast address ______________ 
How many hosts on each subnet_____________ 
What is the fifth subnet _______________ 
What is the broadcast of the fifth subnet ___________ 
What is the sixth subnet ________ 
What is the first host on the sixth subnet _______________ 
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Configuring a network based on host requirements  
In some instances rather than calculating the number of subnets, you are given the 
requirements as the total number of hosts in a network. For example a company is 
planning on adding new remote locations in the future. Each location has a total of 25 
hosts, which will address the router 2 printers and 20 PCs. At this time they don’t have 
any idea how many locations they’ll setup, but each has a need for 25 hosts. In a case 
where total hosts are specified you need to start from the low order bit and count up 
toward the high order bit. 
Determine how many bits are necessary to address 25 hosts, 2x - 2 > 25. Solve for x the 
number of host bits would be (5).  
 
 
If the company decides to start with a full class C network, they would have 3 available 
subnet bits so they could create 8 subnets each supporting 25 users. 
• Subnet 1 = 0 
• Subnet 2 = 32 
• Subnet 3 = 64 
• Subnet 4 = 96 
• Subnet 5 = 128 
• Subnet 6 = 160 
• Subnet 7 = 192 
• Subnet  8 = 224 
Overview-Setting up a subnet using host requirements: 
http://www.screencast.com/t/bgmPZIX8I 
 
Host Bits 
128 64 32 16 8 4 2 1 
3 Subnet Bits 
With a Full Class C address 
the company could set up a 
total of 8 networks each 
capable of addressing 25 
hosts. If they need more than 
8 locations they would need 
to consider a Class B 
address. More on that laterP 
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A shortcut method for calculating Subnets – 
There are numerous shortcuts designed to simplify many of the steps involved when 
working on subnets. Once you feel confident doing it the long way the shortcuts should 
be easy to understand. 
Using the “Offset” - 
As you work with Binary numbers you should start to see some patterns emerge that 
can be used to simplify calculations, the easiest is the Offset.  
Using the example from before starting with 199.9.9.0 /24-
Router Router1
Switch Switch
Switch
Switch
Chicago Milwaukee
PC
PC
PC
PC
Assigned Address:
199.9.9.0 /24
Each Subnet must support 25 hosts
 
Again, start by calculating the total number of Subnets, in the above there are 5 
needed. Next calculate how many bits are needed to address 5 subnets, 2x > 5 , X=3. 
 
 
From the 3 subnet bits, select the lowest bit, “32” in this example becomes the “offset”. 
128 64 32 16 8 4 2 1 
  3  Subnet bits   
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Since there are 3 bits, the first subnet is = zero subnet. Since you always start 0 0 0 
counting with 0, the first subnet is 0. Next add the offset to zero to get the second 
subnet 0+32 = 32, the second subnet. Then continue to add the offset to the previous 
subnet until you have all 8 subnets.  
Subnet 1 = 0 Subnet 2 = 32 Subnet 3 = 64 Subnet 4 = 96 
Subnet 5 = 128 Subnet 6 = 160 Subnet 7 = 196 Subnet 8 = 224 
 
Once you know the offset you can calculate every subnet by simply adding it to the 
previous subnet starting with 0. The entire network can be easily configured once you 
have all the subnet addresses. 
#1 = 0 1 30 31 
#2 = 32 33 62 63 
#3 = 64 65 94 95 
#4 = 96 97 126 127 
#5 = 128 129 158 159 
#6 = 160 161 194 195 
#7 = 196 197 222 223 
#8 = 224 225 254 255 
• To calculate each Subnet add the offset starting with 0 (Subnet 2 = 0+32) 
• To calculate the First Host Address add 1 to the Subnet Address 
• To calculate the Last Usable Host subtract 1 from the Broadcast 
• To calculate the Broadcast subtract 1 from the next Subnet 
Each subnet is 32 more than the one before it 
Offset = 32 
Subnet            First Host        Last Usable Host       Broadcast 
Each subnet is 
32 larger than the 
one before.  
By adding the 
offset you can 
quickly calculate 
every subnet. 
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Optionally if you know the first available address on a subnet, to calculate the first 
available address on the next subnet add the offset. 
Or add the offset to any parameter in the table to get the corresponding parameter in 
the next subnet. (Subnet 3 broadcast + 32) = (127 Subnet 4 broadcast). 
If you want to know how many host per subnet subtract 2 from the offset. 
 
Overview Subnetting Shortcuts: http://www.screencast.com/t/rJlzpi9hP0T 
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Solve the following - 
For the network shown below what would be the “offset”? 
 
1. Start by adding up the networks. ____ 
2. Use the formula 2X to calculate how many bits you need to address all the 
networks 
3. Using the full octet locate the Offset 
 
 
 
 
 
Accounts 
Receivable
Engineering
Manufacturing
Payroll
Sales
Human 
Resources
Legal
 
 
 
 
  
128 64 32 16 8 4 2 1 
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SUBNET MASKS –  
Devices on a network such as PCs, Routers, etc., need to know which of the 32 bits are 
Network Bits, and which are Host Bits. A Router only “sees” the Network Address and 
ignores the Host Address. This is because the main purpose for having a router is to 
route packets to the intended Network, not the specific host.  
Using the analogy of a post office, a postal sorter only looks at the zip code on each  
letter. The sorter knows that his post office’s zip code is , so anything other than 60137
60137 will be sorted and routed to another post office. Limiting the sorter’s search to 
only zip codes makes it much easier; image the effort it would take if the post office had 
to sort every letter to each specific house in the United States! Routers operate the 
same way; if a router had to resolve every IP Address to each specific host, the routing 
table would be enormous, requiring an entry for everything connected to the Internet! 
Routers only examine the network address, so there must be a way to inform the router 
which part of the address is network and which part is host. 
Using an earlier example, before subnetting the IP Address 200.200.200.0, the number 
of network bits was 24. So the router was programmed to only look at the first 24 bits, 
because the last 8 bits were host bits. After subnetting, the number of network bits 
increased by 2 to 26; so the engineer reprogrammed the router to only examine the first 
26 bits and ignore the last 6 since they’re host bits.   
The network prefix is simply the total number of bits used for networking. A default 
class C network uses 24 bits (first full 3 octets) for the single network address, so the 
Subnet Prefix would be “/24”. In the example, the original class C address would be 
designated 200.200.200.0  /24. After subnetting, the 4 subnets would be designated: 
1) 200.200.200.0  /26    2) 200.200.200.64  /26   
3) 200.200.200.128 /26   4) 200.200.200.192 /26   
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The Subnet Prefix simplifies network calculations. The subnet prefix of /26 indicates 
that there are (6) bits remaining for host addressing. 
         Octet #1                   Octet #2                   Octet #3                Octet #4 
8     Network bits        8 Network bits     8 Network bits       |2Bits| 6 Host Bits  
N N N N N N N N N N N N N N N N N N N N N N N N S S H H H H H H 
The shaded bit patterns above show where the 2 bits were taken from the last octet to 
create new subnets.  N= Network Bit, S = Sub-network Bit, H = Host Bit.  These 2 bits 
are the subnet bits which allow you to address the 4 new subnets, 22 = 4. Whenever 
using the Subnet Prefix designation it’s often referred to as CIDR notation (more on 
that later). 
BITS / HOSTS / NETWORKS -  
As you work more with IP addresses and subnetting, you will be seeing the term Bits, 
Hosts and Networks. It’s easy to get confused between the number of bits, the number 
of hosts, and the number of networks. One way that might make it easier to differentiate 
is to remember that whenever the reference is “Bits”, it’s the count of binary numbers  
base-2, one of the 32 available in an address. Whenever the reference is either “Hosts” 
or “Networks” the number is the decimal number base-10 used to indicate total 
number of hosts, or total number of networks. 
Examples: 
Given an IP Address 195.5.5.0 /28  
To calculate how many hosts can be addressed on this network. The prefix /28 
indicates that there are only 4 bits left for host addressing (32–28 = 4 bits). 
Use the formula (2X – 2),   (24 - 2 = 14).  /28 allows you to address 14 hosts. (In the 
formula, x is the number of Bits) 
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Given an IP Address 195.5.5.0 /28, how many networks can be addressed?  
Since 195.5.5.0 is a class C address, there are 24 bits used for the initial single 
Network; /28 indicates that you have taken 4 bits from the available 8 host bits. 
To calculate number of Subnets, use the formula 2X , (24 = 16). /28 allows you to 
address 16 new subnets, each having 14 hosts, when applied to a Class C network. 
Notice that 4 bits for Host addressing results in 14 hosts, 4 bits for Network addressing 
results in 16 networks. 
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Calculate the following: 
How many hosts can be addressed with a network prefix of /27? 
• /27 indicates (5) bits are left for host addressing 
• Using the formula for host calculations 2X – 2,   25 – 2 = 30 Hosts 
How many hosts can be addressed with a network prefix of /26? ______ 
How many hosts can be addressed with a network prefix of /28? ______ 
How many hosts can be addressed with a network prefix of /29? ______ 
How many hosts can be addressed with a network prefix of /30? ______ 
How many hosts can be addressed with a network prefix of /24? ______ 
How many hosts can be addressed with a network prefix of /25? ______ 
 
How many Class C Subnets can be created with a network prefix of /27? 
• /27 indicates (3) bits have been added to the default 24 in a class C network 
• Using the formula for Network calculations 2X ,  23 = 8 new Subnets 
How many Class C Subnets can be created with a network prefix of /26?___ 
How many Class C Subnets can be created with a network prefix of /25?___ 
How many Class C Subnets can be created with a network prefix of /29 ?___ 
How many Class C Subnets can be created with a network prefix of /28?___ 
Binary the Digital Language Chapter 8 
CIT 1120 Page 5 
 
Subnet Masks in Dotted Decimal 
Subnet masks can be shown using Network Prefixes (also referred to as CIDR 
notation) which makes it easy for an engineer to calculate the number of hosts and 
subnets. However, network devices like Network Interface Cards (NICs) and Routers 
require the subnet mask be entered as Dotted Decimal.  
To indicate the subnet mask using Dotted Decimal – 
For each of the 32 bits in an IP address there is a corresponding bit in the subnet mask, 
for every IP Address there is an implied Subnet Mask. If a bit is a network bit the 
corresponding Subnet Masks bit is set (1). For every bit in the address that is a host bit 
the corresponding Subnet Mask has a bit that is unset (0). 
For example, a default Class C IP address uses the first 24 bits for networking and the 
last 8 are host bits.  
You would need 24 ones and 8 zeros in the subnet mask. 
    11111111        11111111          11111111       00000000 
Octet # 1 8 Bits  Octet # 2 8 Bits     Octet # 3 8 Bits    Octet # 4 8 Bits 
24 bits are Network bits indicated with a binary 1, 8 Host Bits are indicated with a 
binary 0 
Convert each octet from Binary to Decimal: 
Octet 1   Binary 11111111 (binary)  =  255 Decimal 
Octet 2   Binary 11111111 (binary)  =  255 Decimal 
Octet 3   Binary 11111111 (binary)  =  255 Decimal 
Octet 4   Binary 00000000 (binary)  =  0     Decimal 
255.255.255.0 Subnet mask 
Displayed as dotted decimal 
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The default Subnet Mask for a Class C IP Address is: 255.255.255.0. This tells the 
networking device that the first 24 bits are Network bits. Keep in mind that the Subnet 
Mask and the IP address are 2 different numbers that are used together. 
 
 
 
Overview Advanced Cheat Sheets: http://www.screencast.com/t/OjuEXaAzgNaM 
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Calculate the following: 
Given a Network Prefix of /29, indicate the Subnet Mask in Dotted Decimal 
• /29 indicates 29 bits are used as Network Bits 
• Fill in the 4 octets 11111111 .11111111 .11111111 .11111000 
• Evaluate the Decimal value for each Octet -  255.255.255.248 
Given a Network Prefix of /25 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /26 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /27 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /28 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /29 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /24 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /16 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /8 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /20 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /22 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /30 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /23 indicate Subnet Mask in Dotted Decimal ________ 
Given a Network Prefix of /17 indicate Subnet Mask in Dotted Decimal ________ 
How many hosts can be addressed with a subnet mask of 255.255.255.192 ____ 
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How many hosts can be addressed with a subnet mask of 255.255.255.240 ____ 
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Earlier you were introduced to the ANDing process. This chapter will discuss how the 
ANDing process works with the IP Address and the Subnet Mask to produce the 
destination Network. 
 
The ANDing Process - Separating network address from IP address -  
 
As packets arrive at a router it uses the ANDing process to separate the network 
address from the IP address, remember that an IP address is made up of network 
address and host address. 
 
 
 
Consider an IP Address 192.168.1.99 with a Subnet Mask of 255.255.255.192 
 
The router sees the IP Address and the Subnet Mask as binary numbers - 
 
11000000 10101000 00000001 01100011 192.168.1.99        IP Address 
11111111 11111111 11111111 11000000  255.255.255.192  Net-Mask 
 -----------------------------------------------------------     ANDing 
11000000 10101000 00000001 01000000 192.168.1.64 Network 
 
After ANDing IP Address and the Subnet Mask, the result is the destination Network 
192.168.1.64. This tells the router that the packet needs to be routed to the 
192.168.1.64 network.  
1
9
2
.1
6
8
.1
.0
 /2
6
1
9
2
.1
6
8
.1
.6
4
 /2
6
192.168.1.128 /26
192.168.1.192 /26
192.168.1.0
255.255.255.192
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Overview Working with Subnet Masks:  http://www.screencast.com/t/o2jX8PNwlm1G 
 
Subnet Shortcuts - 
A common task of a network engineer is to calculate which network a specific host 
resides on when given its IP Address and Subnet Mask. 
For example  Given an IP address of 192.168.1.130 with a subnet mask of 
255.255.255.192, on which subnet would the host reside? 
 
You could use the ANDing process. Convert the IP Address to binary, convert the 
Subnet Mask to binary, perform the ANDing operation, then convert the answer back to 
decimal. This would take a while and it would be easy to make an error in all the 
conversions needed.  
 
There is an easier way to extract the Network Address from an IP address. Start by 
determining which octet of the Subnet Mask the subnetting is being performed,  
whichever octet is NOT 255, or 0. In our example it would be the forth octet, 192. Take 
the value of that octet and subtract it from 256. The result indicates the size (offset) of 
the subnet. In this example subnets are separated by 64. 
 
 
 
 Once the offset is known calculate subnet starting with 0     
   
 
 
 
 
Knowing where each subnet starts makes it easy to calculate where the host resides. In 
this case 130 is between the 128 subnet and the 192 subnet, so it resides on the 128 
subnet. 
Overview Working with Subnet Masks - http://www.screencast.com/t/FLH0yYEbf 
Subnet 1 0 
Subnet 2 64 
Subnet 3 128 
Subnet 4 192 
Start with: 256 
Subtract:     - 192 
Offset:   64 
Starting with 0 add the 
offset (64) to calculate 
all the networks 192.168.1.130 resides on the 
3rd network 192.168.1.128 
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Practice problem - 
You have a class C network 192.3.3.0 /24 and you have decided to set up 4 subnets. 
You have a 4 port router. 
 
• What are the 4 Subnets? 
• What is the router interface for each subnet? 
• What is the Broadcast address for each subnet? 
 
 
 
 
 
 
 
What is the Router Interface and Broadcast addresses for the 4 subnets? 
Subnet 1 Router Interface ____________ Subnet 1 Broadcast _____________ 
Subnet 2 Router Interface ____________ Subnet 2 Broadcast _____________ 
Subnet 3 Router Interface ____________ Subnet 3 Broadcast _____________ 
Subnet 4 Router Interface ____________ Subnet 4 Broadcast _____________ 
Additional Tutorials: 
• Assigning Host Bits to a Network: http://www.screencast.com/t/fzMUK7fKrplJ  
• Subnetting using the Offset: http://www.screencast.com/t/eEkEJwe4hD 
The first question you need to ask is how 
many bits are needed to address 4 Subnets? 
 
Use the formula (2x), solve for X the total 
number of bits. X = ___ 
 
What are the Subnets? 
1.  ___________ 
2. ___________ 
3. ___________ 
4. ___________ 
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Class B Addresses –  
Class B networks are handled the same way as Class C except that there are 16 host 
bits available. The default subnet mask is 255.255.0.0 or /16, as shown if the network 
prefix (also known as CIDR Notation) were used. Calculating subnets when dealing with 
two octets does pose a problem when you consider the boundary between the two 
octets. Start by considering a relatively simple example where the subnet boundary 
does not cross the boundary between two octets.  
Consider a full Class B address 172.16.0.0 /16, calculate how many bits are needed to 
address 256 new subnets. Use the formula 2X > 256, solve for X.  X = 8 
   
128 64 32 16  8  4  2  1 128 64 32 16  8  4  2  1 
S S S S S S S S H H H H H H H H 
         
The new subnet scheme would allow for 256 Subnets from the 8 bits in the third octet, 
with 254 hosts on each from the 8 bits remaining in the fourth octet. The new subnet 
mask would be 255.255.255.0, or /24 using the network prefix notation. Each of the 256 
new subnets has the same characteristics of a standard Class C address. In this 
example the division between stolen bits and remaining host bits does not cross the 
boundary between the two octets, as demonstrated in the next example.  
 
Now consider starting with the same Class B address and create 500 subnets, which 
would require 9 host bits be taken from the available 16. In this example the boundary 
between borrowed subnet bits and host bits crosses between the boundary between the 
two octets. 
             9 Network Bits  O
cte
t   B
o
u
n
d
a
ry
 
  7 Host Bits 
128 64 32 16 8 4 2 1 128 64 32 16 8 4 2 1 
subnet 
bit 
subnet 
bit 
subnet 
bit 
subnet 
bit 
subnet 
bit 
subnet 
bit 
subnet 
bit 
subnet 
bit 
subnet 
bit  Subnet # 1   172.16.0.0 / 25
 
 
              8 Network Bits                     8 host Bits                       
                   Third Octet                            Forth Octet               
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In this example the split between hosts bits and subnet bits crosses the boundary 
between the third and fourth octet. Calculate the first 3 subnets to see what happens 
when your subnet mask crosses the boundary between octets. 
 
9 Network Bits 
 O
cte
t B
o
u
d
a
ry
 
  7 Host Bits 
128 64 32 16 8 4 2 1 128 64 32 16 8 4 2 1 
0 0 0 0 0 0 0 0 0 Subnet 1 172.16.0.0 /25 
0 0 0 0 0 0 0 0 1 Subnet 2 172.16.0.128 /25 
0 0 0 0 0 0 0 1 0 Subnet 3 172.16.1.0/25 
 
 
In the case of a Class B address, if the boundary between Subnet Bits and Host Bits 
crosses into the 4th octet as shown above, then the Offset can NOT be used when 
making network calculations. Notice that the Offset above would be 128 as shown in the 
second subnet. If you tried to apply this to calculate the next few subnets you would be 
well beyond the range of one Octet (255). 
 
When Subnetting a Class B Network the offset will work as long as you don’t 
cross over into the 4th octet. When creating Subnets ranging from /17 through /24 
the offset will work, /25 through /30 will not work. 
 
If you can’t use “Offsets” to calculate subnets there is an alternate method you can use.   
 
Using 172.16.0.0 /16, create 4000 networks - what is the 579th subnet? 
• Start by calculating how many bits are necessary to address 4000 networks, 
using the formula 2X > 4000 and solve for X (bits) 
• 212 = 4096 so you would need 12 bits 
• The 12 bits would make the netmask /28 as shown below 
  
128 64 32 16 8 4 2 1 128 64 32 16 8 4 2 1 
                       12 Network Bits for 4000 Networks                           4  Host Bits      
 
Subnet Host Boundary 
/28 
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Since the subnetting is taking place in the 4th octet the “Offset” can’t be used to 
calculate any subnet that would be in the 3rd octet, and the 579th subnet would use bits 
from the 3rd octet. 
To calculate the 579th subnet you need to know the binary bit pattern of 578. Since the 
first subnet is always Zero you actually need the 578th binary number.  
Convert 578 to binary = . 1001000010
Insert the binary number into the chart below  
128 64 32 16 8 4 2 1 128 64 32 16 8 4 2 1 
0 0 0 0 0 0 0 0 0 0 0 0 Host Bits 
    1 0 0 1 0 0 0 0 1 0 Host Bits 
 
Calculate the 579th subnet:  
Subnet Address =  172.16.36.32 255.255.255.240
First Usable Host Address (Default Gateway) =  172.16.36.33 255.255.255.240
Last Usable Host Address =  172.16.36.46 255.255.255.240
Broadcast Address = 172.16.36.47 255.255.255.240 
 
 
Overview Working with Class B Networks:  http://www.screencast.com/t/QZ4zSZMr 
 
 
 
 
 
 
 
 
Subnet 1 = 0 
Subnet 579 = 36.32 
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Solve the following:  
Given a starting address range of 172.16.0.0 /16 create a network scheme that would 
allow for 1000 hosts in each network. 
What is the Subnet Mask? ________________________  
What is the 12th subnet? ________________________ 
    
To create a network with 1000 hosts requires 10 host bits, 210 - 2 = 1022 
The subnet mask that would allow for 10 host bits would be /22 or 255.255.252.0 
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Variable Length Subnet Masks VLSM -  
 
The original Classful addressing scheme, where Class A, Class B, and Class C 
designated the overall size of a network did not scale well. Class C allows 256 
addresses which may be too small for a company, where a Class B with 65,536 
addresses might be too large. As a result in 1993 the IETF (Internet Engineering 
Task Force) proposed a new standard RFC (Request for Comment) 1518 to 
address the shortcomings of the Classful addressing scheme.  
 
Classless Inter-Domain Routing (CIDR) based on Variable Length Subnet Masks 
(VLSM) uses the concept of a Network Prefix where the number of network bits 
is designated preceded by a “/”.  In order to incorporate VLSM newer routing 
protocols were designed that allowed a single router to have different subnet 
masks for each attached subnet. For example a network running RIP v1 a very 
old routing protocol, would have been forced to use the same netmask for every 
subnet in the network as shown. 
 
R1
Running RIP v1
R2
Running RIP v1
Subnet 1
30 Hosts
Subnet 5
14 users
Subnet 2
10 users
Subnet 4
12 users
WAN LINK
2 Hosts
192.168.1.0 /24
 Initially assigned address
192.168.1.0 /27
192.168.1.32 /27 192.168.1.64 /27
192.168.1.96 /27
192.168.1.128 /27
 
 
Subnet 1 requiring 30 hosts results in a netmask of 255.255.255.224 (/27) to 
allow addressing 30 hosts. This same netmask must then be applied to all other 
subnets throughout the entire network, so even the WAN link would be assigned 
30 hosts even though it only needs 2. Carrying out the example if each of the 5 
subnets were assigned 30 hosts you would use 150 IP Addresses, even though 
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you only need 30 for subnet #1, 10 for subnet #2, 2 for the WAN link, 12 for 
subnet #4, and 14 for subnet #5, totaling 68 addresses. 
 
Modern routing protocols like RIPv2, EIGRP, OSPF allow a router to apply a 
different netmasks to each interface which results in a more scalable network 
architecture. Consider the same network using RIPv2 which supports CIDR 
using VLSM. 
 
R1
Running RIP v2
R2
Running RIP v2
Subnet 1
30 Hosts
Subnet 5
14 Hosts
Subnet 2
10 Hosts
Subnet 4
12 Hosts
WAN LINK
2 Hosts
192.168.1.0 /24
Initially assigned 
 
 
In this configuration each subnet is better sized, which results fewer wasted host 
addresses. The point to point link has only 2 hosts assigned but subnet 1 has 30. 
 
Steps involved in calculating VLSM - 
 
Step 1 Calculate total number of IP addresses required for the entire network. 
 
• Subnet 1 30 hosts 
• Subnet 2 10 hosts 
• WAN Link 2 hosts 
• Subnet 4 12 hosts 
• Subnet 5 14 hosts 
 
Step 2 Determine the number of Networks.  
In the example there are 5 networks. 
The entire network can be 
addressed with 68 IP 
addresses, well within the 
range of a Class C address 
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/27 
/27 creates 8 new subnets 
Step 3 Calculate the requirements for the largest subnet.  
In the example Subnet 1 requires 30 hosts.  (Assume an initial address on 
192.168.1.0 /24) 
 
Since subnet 1 requires 30 hosts, 5 host bits are needed. 
 
128 64 32 16 8 4 2 1 
 
 
 
With these 3 bits create 8 subnets and list them all (see below). These 8 new 
subnets can be subnetted again to allow for smaller subnets.  
 
128 64 32 /27 16 8 4 2 1 
0 0 0           
0 0 1           
0 1 0           
0 1 1           
1 0 0           
1 0 1           
1 1 0           
1 1 1           
 
The first Subnet is 192.168.1.0 /27 
R1
Running RIP v2
R2
Running RIP v2
Subnet 1
30 Hosts
Subnet 5
14 Hosts
Subnet 2
10 Hosts
Subnet 4
12 Hosts
WAN LINK
2 Hosts
192.168.1.0 /24 initial Address
192.168.1.0 /27
 
3 subnet bits 5 host bits 
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Step 4 In the table show the 1st subnet used, determine the next largest subnet 
which is subnet 5 requiring 14 hosts. For this subnet use the next unused subnet 
192.168.1.32 /27 as shown below. 
 
128 64 32 /27 16 8 4 2 1 
0 0 0 used          
0 0 1           
0 1 0           
0 1 1           
1 0 0           
1 0 1           
1 1 0           
1 1 1           
  
Subnet # 5 has 14 hosts, re-subnet the next unused subnet 192.168.1.32 /27 to 
address the needs of the smaller subnet.  
Determine the requirements for subnet #5, 14 host addresses require 4 host 
bits.    
 
128 64 32  /27 16  /28 8 4 2 1 
0 0 1 Host Host Host Host Host 
0 0 1  subnet Host Host Host Host 
0 0 1  subnet Host Host Host Host 
 
Two new subnets created when stealing 1 host bit, going from /27 to /28. 
• 192.168.1.32 /28 
• 192.168.1.48 /28 
Each of the new subnets can address 14 hosts, use for Subnet 5 and Subnet 4. 
192.168.1.32 /28 
Steal one bit from 192.168.1.32 /27  
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R1
Running RIP v2
R2
Running RIP v2
Subnet 1
30 Hosts
Subnet 5
14 users
192.168.1.32 /28
Subnet 2
10 users
Subnet 4
12 users 
192.168.1.48 /28
WAN LINK
2 Hosts
192.168.1.0 /24
 Initially assigned address
192.168.1.0 /27
Subnet #5 and 
Subnet #4
 
 
From the original 8 subnets the first 2 have been used up 
• 192.168.1.0 /27 
• 192.168.1.32 /27 
128 64 32 /27 16 8 4 2 1 
0 0 0 used          
0 0 1 used         
0 1 0           
0 1 1           
1 0 0           
1 0 1           
1 1 0           
1 1 1           
 
Locate the next largest subnet, #2 requires 10 hosts. Use the next unused 
subnet 192.168.1.64 /27 from the original 8 to address subnet #2, with10 subnets 
you need 4 bits.  
 
128 64 32  /27 16  /28 8 4 2 1 
0 1 0 Host Host Host Host Host 
0 1 0  subnet Host Host Host Host 
0 1 0  subnet Host Host Host Host 
 
Two new subnets created when stealing 1 host bit, going from /27 to /28. 
• 192.168.1.64 /28 
• 192.168.1.80 /28 
Use the first 192.168.1.64 /28 to address subnet #2. 
192.168.1.64 /28 
Steal one bit from 192.168.1.64 /27  
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R1
Running RIP v2
R2
Running RIP v2
Subnet 1
30 Hosts
Subnet 5
14 users
192.168.1.32 /28
Subnet 2
10 user 
192.168.1.64/28
Subnet 4
12 users 
192.168.1.24 /28
WAN LINK
2 Hosts
192.168.1.0 /24
 Initially assigned address
192.168.1.0 /27
 
The only network remaining is the WAN Link requiring only 2 host addresses. To 
address 2 hosts you need 2 bits.  Use the remaining unused network 
192.168.1.80 /28 to create the WAN Link which requires only 2 host bits. 
 
128 64 32 16 /28 8 4 /30 2   1 
0 1 0 1         
0 1 0 1         
0 1 0 1         
0 1 1 1         
 
By applying the /30 network prefix to 192.168.1.80 /28 you create (4) new 
subnets: 
• 192.168.1.80 /30 
• 192.168.1.84 /30 
• 192.168.1.88 /30 
• 192.168.92 /30.  
Use the first subnet 192.168.1.80/30 for the WAN link. 
R1
Running RIP v2
R2
Running RIP v2
Subnet 1
30 Hosts
Subnet 5
14 users
192.168.1.32 /28
Subnet 2
10 user 
192.168.1.64 /28
Subnet 4
12 users 
192.168.1.24 /28
WAN LINK
2 Hosts
192.168.1.0 /24
 Initially assigned address
192.168.1.0 /27
192.168.1.80 /30
 
 
Steal 2 bits from 192.168.1.80 /28  
Binary, the Digital Language Chapter 11 
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Overview of VLSM  http://www.screencast.com/t/2luXlT0Xb 
 
 
 
 
